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Abstract

We consider the problem of resource allocation in min-
ing multiple data streams. Due to the large volume and
the high speed of streaming data, mining algorithms
must cope with the effects of system overload. How to
realize maximum mining benefits under resource con-
straints becomes a challenging task. In this paper, we
propose a load shedding scheme for classifying multi-
ple data streams. We focus on the following problems:
i) how to classify data that are dropped by the load
shedding scheme? and ii) how to decide when to drop
data from a stream? We introduce a quality of deci-
sion (QoD) metric to measure the level of uncertainty
in classification when exact feature values of the data
are not available because of load shedding. A Markov
model is used to predict the distribution of feature val-
ues and we make classification decisions using the pre-
dicted values and the QoD metric. Thus, resources are
allocated among multiple data streams to maximize the
quality of classification decisions. Furthermore, our load
shedding scheme is able to learn and adapt to changing
data characteristics in the data streams. Experiments
on both synthetic data and real-life data show that our
load shedding scheme is effective in improving the over-
all accuracy of classification under resource constraints.

keywords: data mining, data streams, load shedding,
classification, quality of decision, feature prediction,
Markov model.

1 Introduction

Many new applications process multiple data streams
simultaneously. For instance, in a sensor network,
data flows from a large number of embedded sensors;
and in the stock market, each security generates a
stream of quotes and trades. However, applications
that handle these unbounded, high speed incoming data
are constrained by limited resources (e.g., CPU cycles,
bandwidth, and memory).

*The work of these two authors was partly supported by NSF
under Grant Nos. 0086116, 0085773, and 9817773.

Resource allocation for distributed stream appli-
cations is often formulated as an optimization prob-
lem [12, 8]. Much work focuses on allocating resources
in a best-effort way so that performance degrades grace-
fully. For instance, if the data characteristics from a
sensor exhibit a predictable trend, then the precision
constraints might be satisfied by transmitting only a
fraction of the sensor data to the remote server.

Other approaches assume that a set of Quality-
of-Service (QoS) specifications are available [1, 3, 14].
A load shedding scheme decides when and where to
discard data and how much data to discard according to
the QoS specification. In other words, these approaches
assume that the impact of load shedding on performance
is known a priori through the QoS specifications.

Goal In this paper, we argue that for many data
mining tasks a more intelligent load shedding scheme
for streaming data is required. The goal of mining is to
maximize certain benefits (e.g., to detect as many credit
card transaction frauds as possible). It is more complex
than achieving high precision of simple computations
such as aggregation (e.g., AVG, SUM, and COUNT).
Because in those cases, high precision can usually be
secured as long as the percentage of data sampled from
the stream reaches a certain threshold.

The benefits of mining does not depend on the
sampling rate. For instance, assume the percentage of
fraudulent credit card transactions is p and our fraud
detector has 100% accuracy. Then, under random
sampling, the expected number of frauds we can detect
per investigated transaction is fixed at p. To increase
the efficiency of fraud detection, we need to know how
benefits of mining will be affected by the next incoming
data before resources are committed to investigate it.

Thus, our goal is to design a load shedding scheme
to maximize the benefits per resource used in mining.

Challenges Load shedding in mining data streams is a
new topic and it raises many challenges. Although load
shedding has been studied for managing data streams,
many assumptions in these studies are not appropriate



for data mining tasks.

First, for many simple queries (e.g., aggregation)
considered for managing data streams, it is often safe to
assume that the quality of the query result depends only
on the sample size. Some approaches assume simple
(e.g., monotonic, or even concave or piecewise linear)
QoS curves, which depict the relationship between
the quality and the sample size, are available to the
load shedding mechanism. In contrast, in mining
data streams, sample size itself cannot guarantee good
mining result, because the quality of mining often
depends on specific feature values in a non-monotonic
way. For example, in certain regions of the feature
space, a classifier may have very high confidence in
its classification decision, even if the feature value is
only known approximately. But in other regions, the
classifier may not be very sure about its classification
decision because in these regions, a small variation
in a feature value may change the decision. In this
case, resources (i.e., computing the exact feature values)
should be allocated to a stream if the decision is more
sensitive to the feature value of the data in this stream.
Thus, the challenge lies in determining how to make
the resource allocation in a best effort way to minimize
classification errors.

Second, data mining applications are often more
sensitive to changes in data characteristics. For in-
stance, a small move in the feature space may totally
change the classification results, and more often than
not, it is such changes that we care about the most.
Thus, feature value prediction is important to load shed-
ding design for mining data streams. Fortunately, many
feature values (e.g, the reading of sensors that measure
the temperature or the water level of a river, or the fea-
ture values extracted from consecutive satellite images)
have strong time-correlation and we can build models to
take advantage of such correlation. Thus, the challenge
lies in building a feature predictor that is able to capture
the time-correlation and adapt to the time-variance of
the feature values.

Our Contributions To the best knowledge of the au-
thors, this is the first work on load shedding for mining
data streams. We make the following contributions. (1)
We define two quality of decision (QoD) measures for
classification based on the predicted distribution of the
feature values in the next time unit. (2) We develop a
prediction model for feature values using Markov models
whose parameters can be updated in real time to reflect
parameter changes. (3) We combine the first two to ob-
tain a load shedding scheme, Loadstar®, for classifying
multiple data streams. Experiments on both synthetic
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data and real-life data show that our load shedding
scheme is effective in improving the accuracy of data
stream classification in the presence of system overload.

Paper Organization The rest of the paper is orga-
nized as follows. We formally define the problem in
Section 2. In Section 3, we introduce two QoD (qual-
ity of decision) measures. In Section 4, we present our
Markov-chain model for predicting feature values. In
Section 5, we describe Loadstar, the overall load shed-
ding scheme. In Section 6, we summarize experiment
results which demonstrate Loadstar’s effectiveness. In
Section 7, we review related work and we conclude in
Section 8 with future directions.

2 Problem Definition

The major system components are illustrated in Fig-
ure 1. Raw data flows in via multiple streams and are
fed to the data preparation and analysis block through
a communication channel. The data preparation and
analysis block is responsible for data cleaning, feature
extraction and composition, etc. The derived features
enter the data classification block, which outputs min-
ing results.

In this paper, we assume that data preparation
and analysis is CPU intensive. In comparison, the
CPU consumption for classification is negligible. This
is true in many real applications especially those that
handle multimedia data, for which feature extraction is
usually a CPU intensive procedure. For example, if the
raw data are text documents, the data preparation and
analysis may involve removing stop words, counting the
frequency of important words, projecting the vector of
word frequencies to some pre-defined conceptual space,
filtering the projected values in each dimension using
thresholds, etc [2]; if the raw data are images from
satellites, computing the features, such as luminance,
shape descriptor, amplitude histogram, color histogram
and spatial frequency spectra, will usually take a lot
of CPU time [13]. As a result, when the system is
overloaded, the data preparation and analysis block
cannot process all of the data and load shedding is
needed. (Another equivalent scenario is when the
bandwidth of the communication channel is limited and
therefore not all raw data can be transmitted to the
data preparation and analysis block.)

The input to the system consists of multiple streams
of raw data. When the system is overloaded, data
from some of the streams are dropped. For those
streams whose data is dropped, their feature values
can be predicted by the feature predictor block, based
on historic feature values. Therefore, the classifier
will handle both the real feature values generated by
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Figure 1: The System Setup

the data preparation and analysis block, and predicted
feature values for those streams whose data has been
dropped.

We assume that the classifier handles data streams
consisting of a d-dimensional feature vector x € X¢ (z;
can be either continuous or categorical) and produces
a class label ¢; € {¢1,...,cx}. The classifier performs
classification for each incoming x no matter whether
x is real or predicted feature values. The objective is
to design a load shedding scheme that minimizes the
overall error rate of the data mining task when the
system is overloaded.

In this paper, we restrict the data mining task to
be the classification problem, although the technique
can be extended to other data mining tasks, such as
clustering, on data streams.

3 Quality of Decision

Load shedding takes place when data from multiple
streams exceeds the processing capacity. We are inter-
ested in load shedding schemes that ensure shed load
has minimal impact on the benefits of mining.

In order to do this, we need a measure of benefit loss
if data x from a certain stream is discarded. However,
we must be able to do that without seeing x’s real
feature values. In this section, we propose two QoD
metrics, and in Section 4, we present a method to
predict feature values such that we can make load-
shedding decisions before seeing the real data.

3.1 The Quality of Classification One way to
view a classifier is to consider it as a set of discrimi-
nant functions f;(x),i = 1...K. The classifier assigns
class label ¢ to x if fx(x) > fi(x),Vi ([6]). For tradi-
tional classification, only the ranks of the discriminant
functions are important in decision making, i.e., we only

care if we are right or wrong, and do not care how far
off we are.

Consider an example where there are two classes
and the data is one dimensional (i.e., there is a single
feature ). Figure 2(a) shows the two discriminant func-
tions and Figure 2(b) their log ratio. We use logarith-
mic values because first, logarithm is a monotonically
increasing function which preserves the original ranks
of the discriminant functions; second, the ratio is in-
variant with the respect to the scale; third, as we will
see shortly, it makes computations simpler.

For a given feature value z, if fo(x) is greater than
fi(x), we assign class label ¢o to x; we do not care
how much fy(z) is greater than fi(x). For example,
in two data streams, incoming elements with feature
values x = 2 and x = 1.5 are both classified as ¢».
However, when the feature values are not exact, the
two classification decisions will have different levels of
certainty. For example, assume that t =2 and z = 1.5
are current feature values and we believe z will not
change dramatically in the next step. In such a case,
if the classifier has to make a classification decision for
the next step without updated feature values, it may
still assign class label ¢s to both data streams; however,
in this case, for the data stream with x = 2, the classifier
is much more certain about its decision than for the
data stream with z = 1.5. Intuitively, the quality of the
classification decision for the first data stream is higher
than that of the second data stream. If we have to shed
load in the next step, we should shed load from the data
stream whose current feature value is x = 2, because
by allocating the available resource to the data stream
with less quality of decision (i.e., the data stream with
current feature value z = 1.5), we expect to gain more
benefits in term of the improvement in the classification
accuracy.

The question is, how to quantify this quality of
decision?

Discriminant Functions

\ A= :;;X;

\ I S

0.8 \ ! 2 0
/fl(x) \ [RAS)

o / \\ -sf

0.4 / \ -10

o 5 - \ 15

85 0

Log Ratio of Discriminant Functions

decision boundary

0.5 1 15 2 2.5 s o 0.5 1 15
Feature Value Feature Value

(a) (b)

Figure 2: Certainty of a Classifying Decision

3.2 Quantifying the Quality of Decision Assume
we have derived a probability density function for X, the



feature value in the next time unit:
(3.1) X ~ p(x)

It is worth mentioning that p(x) is different from
the estimated prior distribution p(x|D) that can be
obtained from the training data D. When we build
the classifier based on D, we consider each observation
in D as an independent sample from an unknown
distribution. Here by p(x), we mean that through some
mechanism (e.g., by taking advantage of the temporal
locality of the data), we have obtained an estimation of
the feature value of the next time unit, and it is in the
form of a density p(x).

Quality Defined on Log Ratio We assume that
the discriminant functions have positive values. Using
Eq (3.1), the distribution of feature values in the next
time unit, we can compute the expected logarithmic
value of the discriminant functions:

Ex (log fi(x)) = / (log £:(x))p(x)dx

We use d; to represent the decision which chooses
the class label that maximizes the expected value:

(33) 51 .

(3.2)

k= arg max Ex (log fi(x))

Eq (3.3) only gives the classifying decision; to
perform load shedding, we need to give a quantitative
measure about the certainty of the decision. We
introduce our first quality of decision (QoD) measure:

fr(x)
3.4 Q1=F log(
34 e fi(x)
= Ex(log fr(x)) — Ex (log f;(x))
where k is the second best decision according to
Eq (3.2).

From the definition, we have Q1 > 0. Intuitively,
the higher the @1, the more we are confident in our best-
effort decision, that is, we compare our decision with the
second-best choice, and if the expected performance of
our decision is much better than that of the second-best
choice, we believe that our decision has high quality.

Quality Defined on Overall Risk We introduce
another quality of decision measure based on Bayesian
decision theory. We use the posterior distribution of
the classes given the feature vectors as the discriminant
functions.

At point x in feature space X, if we decide the class
is ¢;, then the conditional risk of our decision is

R(c;i|x) = Za cilej)P(cjlx)
j=1

where o(c;|c;) is the loss function, i.e., the penalty
incurred when the real class is ¢; and our decision is
¢;. For example, for zero-one loss, we have:

=7

o(ci|cj>={(f oy

in which case we can simplify the conditional risk as

P(eilx)

Because we have the distribution of the feature
value x at the next time unit, we can compute the
expected risk for a decision for next time unit as

R(cilx)=1—

Ex [R(eifx)] = / Ricilx)p(x)dx

We use &5 to represent the best-effort decision rule
which minimizes this expected risk:

(3.5) b2 k = argmin Ex [R(c;|x)]

Assume for x € X, the optimal decision is ¢*. (More
rigorously, ¢* should be written as ¢*(x).) Because the

real value of x is unknown, c¢* is infeasible to realize
in our load shedding environment. The risk associated

with ¢* is
ol = [ B

This risk is the Bayesian lower bound based on distri-
bution p(x). We then define the QoD based on the dif-
ference between the expected risk and the lower bound:

Bx [R( (¢ [x)p(x)dx

(36)  Q2=1—(Ex[R(ck|¥)] - Ex [R(c"[x)])

—1- / [P(c" %) — Plexl)] p(x)dx

From the definition, we have 0 < @ < 1. Also,
Q2 = 1 if and only if ¢ is the optimal decision for every
x € X where p(x) > 0. Intuitively, the larger the Qa2,
the higher quality the decision.

A Comparison of the Two QoDs The quality of
classification depends on two factors. The first factor
is the feature distribution p(x). Both @7 and Q2 have
taken p(x) into consideration. For example, as shown
in Figure 2, we are quite confident that if x = 1 then
the class is ¢1, and if 2 = 2 then the class is ¢o. If p(x)
is given by P(z = 1) = P(z = 2) = 0.5, then both Q
and Qo will give low values. Thus, resources allocated
to the stream (which helps to reveal the real feature
values) will improve the quality of decision.



The second factor is the discriminant functions. In
this case, although both @1 and Q- reflect the quality
of decision, @) is a better metric, because it indicates
the benefit of allocating resources to the data stream.
For example, consider an extreme case where fi(z) =
fa(xz) = 0.5 for all z. Then, @, is 0, which (correctly)
indicates that the classification result is very unreliable.
Q2 is 1, which (also correctly) indicates that allocating
more resources to the data stream will not improve the
accuracy of the classification.

Base on the above discussion, we expect Q5 to per-
form better than Q). This is verified by the experiments
that will be given in a later section.

Naive Bayesian Classifier The QoDs defined above
are mathematically appealing but computationally chal-
lenging, especially when the dimension of the feature
space d is large. We can, however, simplify the QoD
defined on log ratio (§; and Q1) by assuming that each
feature is conditionally independent given the class la-
bels. With this assumption, a very simple classifier, the
naive Bayesian classifier, can be applied. In spite of
its naivety, it has been shown in many studies that the
performance of naive Bayesian classifiers are competi-
tive with other sophisticated classifiers (such as deci-
sion trees, nearest-neighbor methods, etc.) for a large
range of data sets [5, 9]. Because of the “Bayesian” as-
sumption, we restrict the discriminant function to be
the posterior distribution of each class. (Without the
“Bayesian” restriction, for 6; and @1, the discriminant
functions could be any positive functions on the feature

space.)
With the assumption of a naive Bayesian classifier,
Ex (log P(c;|x))
P ) P(c;
. <10g (x]ei) Ple:)

we have
2 P(X|Cj)P(Cj)>

Ex(log fi(x))

The classifying decision ¢; and the QoD (1 only
depend on the relative value. So we ignore the denomi-
nator and derive the following.

Ex [log(P(x[c;)P(c;))] = Ex log P(x|c;) + Ex log P(c;)

= Ex Y _log P(x;c;) +log P(c;)
J

= Z Ex log P(z|c;) + log P(¢;)
J
= Z Ex; log P(xj|c;) + log P(c;)
J
Thus, we only need the distribution of each feature X; ~

p(z;) instead of the joint density function X ~ p(x) to
compute d; and Q.

4 Prediction in the Feature Space

In Section 3, we assume that we know the distribution
of the feature values when their real values are not
available. The computation of the QoD and the choice
of load shedding are based on the distribution. In this
section, we study how to obtain the feature distribution.

If the feature values of the current time is indepen-
dent of those in the next time unit, the best we can do
is to use the prior distribution of the feature values?.
This is commonly assumed in data stream management
systems, where data-value histograms are often created
to assist in query answering.

However, in many real life applications, feature
values often have short-term temporal correlation. For
example, temperatures of a region and water levels
of a river usually do not change dramatically over a
short period of time. Feature values extracted from
consecutive satellite images also have strong temporal
correlation. On the other hand, data characteristics of
a stream usually change with time. Thus, our task is
to capture short-term time correlation in a time-varying
environment.

In this section, we propose a finite-memory Markov
model and introduce an algorithm to incrementally up-
date the Markov model so that it reflects the character-
istics of the most recent data.

4.1 The Markov Model Markov models have been
used extensively in many fields to model stochastic
processes [11]. In this study, we use discrete-time
Markov-chains with a finite number of states. A
discrete-time Markov-chain is defined over a set of
M states s1,...,8p, and an M x M state transition
probability matrix P, where P;; is the probability of
transition from state s; to s;. We use one Markov-
chain for each feature in each data stream. The Markov-
chains are used to model both categorical and numerical
features. For continuous values, we discretize them into
finite number of bins.

Consider any feature x and its corresponding
Markov-chain. Assume the feature value at time % is
known to us, and we have x = s;, 1 < ¢ < M. Thus,
the distribution of the feature value at tq is po(z) = e;,
where e; is a 1 x M unit row vector with 1 at position ¢
and 0’s at other positions. The distribution of the fea-
ture value in the next time unit ¢; is py(z) = po(z)P =
e; P, where P is the state transition probability matrix.
In the next time unit o, the distribution of the feature
value becomes ps () = p1(z)P = e; P?.

If we shed load at time t;, pi(x) will give us
a distribution of the value of z at ¢;. At time t;,

2Tn such a case, the quality of decision for each classifier will

not change with time.



the distribution is p;(z). When i becomes large, the
distribution will converge to p(z) = =, where 7 is the
steady-state solution of the Markov-chain, i.e., 7 is the

solution to
™ =T7P,
Ej 7T'j =1.

It is clear that w is the prior distribution (among
the historic data based on which we have built the
Markov-chain) of the feature values. In other words,
the probability of a certain feature value in the next
time unit is approximately the fraction of its occurrence
in the historic data. This makes sense, because as the
gap between the current time and the time when we
last investigated the feature values becomes larger, the
temporal correlation will disappear.

In this study, we assume that for a given data
stream, the Markov-chains for the features are indepen-
dent. In other words, we assume that given the feature
values of the data stream at current time, the distri-
bution of each feature of next time unit is independent
of the distributions of other features. This assumption
makes it easier for us to solve the problem (e.g., to com-
pute d and Q2) numerically by using, e.g., Monte Carlo
methods. Without this assumption, we have to use some
special sampling technique (e.g., for the Gibbs sampler,
we need the marginal distribution for each feature given
all other features [10]), with the independence assump-
tion, sampling is easier, i.e., we can draw samples for
each feature following its own distribution, independent
of other features. To study the cases in which the fea-
ture distributions are dependent is among our future
work.

4.2 Finite-Memory Markov-Chains An impor-
tant issue in data stream is time-variation, i.e., the data
characteristics may drift with time. To handle this phe-
nomena, we adopt a finite-memory Markov-chain model
and incrementally update its parameters so that they
reflect the characteristics of the most recent data. The
main idea is to maintain the Markov-chains using a slid-
ing window of the most recent W transitions and update
the parameters of the Markov-chains when new obser-
vations are available.

First, we consider a simple case in which there is no
load shedding. At time ¢, the most recent W + 1 states
are s(t — W),...,s(t — 1), s(t), and these W + 1 states
contain W transitions, i.e., from s(t') to s(¢’ + 1) for
t—W <t <t Assume s(t —W),...,s(t —1),s(t) are
generated by a Markov-chain P, it can be shown that
the maximum-likelihood estimation (MLE) for P;; is

~ N

P =
Yk

(4.7)

where n;; is the number of observed transitions from
state s; to s; among the W transitions. To obtain the
MLE, we only need to maintain a matrix P of M x M
counters and update the entries using the most recent
observations. For example, assume that s(t — W) = s,,
s(t —W +1) = sq, s(t) = s;, and at time ¢t + 1, a new
observation becomes available and s(t + 1) = s;. To
update P, we increase Pij by 1 as we insert s; into the
sliding window, and decrease P,, by 1 as we remove s,
from the sliding window. To get the MLE, we multiply
each row of P by a normalizing factor to make the row
sum to 1.

However, when load shedding takes place, we may
not have consecutive observations. When load shedding
is frequent, the observations could be very sparse. To
obtain the maximum-likelihood estimation of the pa-
rameters based on observations with missing values, we
can use, for example, the EM algorithm to compute
the unobserved feature values. However, iterative algo-
rithms such as EM are time-consuming, which makes
them unacceptable for data stream applications. In ad-
dition, such algorithms very often only converge to local
maximums.

To solve this problem, we use an approximate
approach to update the parameters of the Markov-
chains: for each data stream, we maintain a flag to
indicate if it has been observed in the previous time
unit (we say that a data stream is observed or it gets an
observation at time t if we do not shed load from the
data stream at time t); if at time ¢, a data stream is
observed, and it was not observed at time ¢ — 1, then
we will observe the data stream in two consecutive time
units (i.e., ¢t and ¢ + 1), whenever possible. In such
a case, we say that the data stream has a consecutive
observation request (COR) at time t. If all CORs are
satisfied, the observations from a data stream will be in
pairs of consecutive states, with possible gaps among
the pairs. Therefore, instead of maintaining W + 1
most recent states, we maintain in the sliding window
the most recent W transitions, where each transition
consists of a pair of states (sfrom, $t0). The method to
compute and update P is similar to the one introduced
above, and we still use Eq (4.7) to estimate the P
matrix for a Markov-chain, knowing that it is just an
approximation.

Furthermore, because the memory of the Markov-
chains is finite, it is possible that some rows of P are
zero vectors. To handle this case and to represent cer-
tain prior knowledge about the models, in our imple-
mentation we added some pseudo-counts to P, that is,
instead of all zeros, some counters in the P matrix (e.g.,
those on diagonal) are initialized with some small posi-
tive integers.



5 The Load Shedding Scheme

Our load shedding scheme, Loadstar, is based on the two
components introduced in the previous two sections, i.e.,
the quality of decision and the predicted distribution
in the feature space. Pseudo-code for the Loadstar
algorithm is given in Figure 3. The inputs to the
algorithm are i) N’ data streams that contain data at
time ¢ (N’ < N), and ii) the capacity C of the system,
in terms of the number of data streams that the system
can handle, at time . When N’ > C, load shedding is
needed. The outputs of the algorithm are the decision
of the classifier for each data stream at time t.

Figure 3 actually contains two versions of our load
shedding scheme: the basic Loadstar algorithm (with-
out lines 8-11), in which the parameters of Markov-
chains are fixed, and the extended version (with lines
8-11), which we call Loadstar*, in which the param-
eters of Markov-chains are updated in real time. For
the basic version Loadstar, we assume that the param-
eters of Markov-chains do not drift with time so they
are learned from training data; for the extended version
Loadstar*, we assume that the parameters of Markov-
chains drift with time and they are updated using the
most recent observations.

Algorithm Loadstar(N’, C)
inputs: data from N’ streams,
and system capacity C;
outputs: decisions (d1,...,0n);
static variables: feature distributions p(x)’s,
Markov-chains MC’s,
COR flags (f1,..., [N);
1:  update p(x) for each feature x using its MC;

2:  compute decisions (d1,...,0n)
and QoDs (¢1,...,qN) using p(x)’s;

3: select C streams from N’ data streams
based on (¢1,...,q9n) and (f1,..., fN);

for each selected stream i do
observe the feature value for stream 1;
revise J; for stream 4;
revise p;(x) for stream i;
if stream 7 has had load in the
previous time unit then
update MC’s for stream 1;
10:* fi — false;
11:* else f; «— true;
12:  return (61,...,0n);

Figure 3: The Loadstar and Loadstar® Algorithms

9:*

Some internal variables are maintained as static by
the algorithm. Among them, p(x)’s are the distributions
of the features in the current time unit; MC’s represent
the Markov-chains learned from training data for Load-
star or the Markov-chains in the current time unit for

Loadstar®; (f1,..., fn) are a vector of COR flags for
the data streams in Loadstar*, and in Loadstar, they
are all set to false.

At time ¢t — 1, the feature distributions at time ¢
are predicted by updating the p(x)’s using the Markov-
chains (line 1). Each stream first assumes that it will
not be observed at time ¢; it computes the decisions
using Eq (3.3) or Eq (3.5) and the qualities of decision
using Eq (3.4) or Eq (3.6), both based on the predicted
feature distributions (line 2). Then when N’ and C
are available at time ¢, if N’ > C, load shedding is
applied. C streams are selected to be observed based
on the COR flags and the QoDs: if among the N’ data
streams, the number of streams with true COR flags is
less than C, then their requests are fulfilled first and
the remaining resources are assigned to other streams
based on their QoDs; otherwise, the C streams will be
only selected from the data streams whose COR flags
are true, based on their QoDs (line 3). When deciding
which streams to be observed based on QoDs, we use a
weighted randomized algorithms where the chance for
a stream to be observed is inversely proportional to its
QoD value. We choose to use a randomized scheme in
order to avoid starvation of a data stream. For the data
streams that are observed, because they obtain the real
feature values, their feature distributions are changed
to unit vectors, and their classification decisions are
updated using the new feature distributions (lines 5-7).
For Loadstar*, after the data streams to be observed are
selected, their COR flags are updated, and if necessarily,
their MC’s are updated (lines 8-11). Finally, the
classification decisions are returned (line 12).

Time Complexity We study the overhead introduced
by the load shedding algorithm shown in Figure 3. For
each feature of each data stream, updating p(x) (line 1)
takes O(M?) time, where M is the number of states in
the Markov-chain. In the Loadstar® version, updating
the Markov-chains (lines 8-11) takes O(1) time, because
it only involves updating a counter and a flag. The most
time-consuming step is to compute the decision and the
QoD for each data stream (line 2), because it requires in-
tegrations over the whole (possibly multi-dimensional)
feature space. This situation, however, can be allevi-
ated by making some assumptions. For example, we
have shown that the conditional independence assump-
tion on the feature values makes ()1 easy to compute;
furthermore, we have argued that the conditional inde-
pendence assumption on the feature distributions makes
the numerical integration easier. In the section of ex-
perimental studies, we will show that a numerical in-
tegration using only a few samples can give us a very
accurate approximation and save us from computing the
exact integration over the whole feature space.



6 Experimental Results

In this section, we use both synthetic and real-life data
sets to study the performance of the Loadstar algorithm.
We compare Loadstar with a naive algorithm, in which
loads are shed from each data stream equally likely.
Both algorithms are implemented in C++. In the
experiment setup, for easy of study, instead of varying
loads, we fix the load (to be 100 data streams for both
the synthetic and the real-life data sets) and change the
number of data streams that the system can handle at
each time unit. In other words, we study the system
under different levels of overloads. In addition, because
of the random nature of the algorithms, for all the
experiments we run 10 times with different random
seeds and report the average values.

6.1 The Synthetic Data Set By using synthetic
data, we sought to answer the following experimental
questions about our load shedding algorithm:

(1) Does Loadstar improve the performance over the
naive algorithm? If so, how is the improvement
achieved?

(2) Do the Markov-chains capture the models of feature
space accurately? Do they adapt to drifts of data

characteristics?

We generate data for 100 data streams, and for each
data stream, we set the number of features d to be
3. Among the three features, x; and zo are numerical
and x3 is categorical. The two numerical features are
generated using the following random walk model:
(6.8) Ty =1+, where e ~ N(0,0%)
where N(p,0?) is a Normal distribution with mean
p and variance o2. In addition, we add boundaries
at 0 and 1 in the random walk model, i.e., at a
given time unit ¢, if x; > 1 or z; < 0, we switch
the sign of the corresponding € and make z; between
0 and 1. We partition the 100 streams into two
families: for the first family, which consists of 10
data streams, the o in Eq (6.8) is set to be 0.1; for
the second family, which consists of 90 data streams,
o = 0.01. For obvious reasons, we call the first family
the wvolatile streams and the second family the non-
volatile streams. As can be seen soon, such a setup
reveals the mechanics that Loadstar uses to obtain good
performance. For the categorical feature x3, which
consists of 4 distinct values sq,..., s4, all data streams
have the same characteristics: the feature values are
generated as time series using a Markov-chain whose P
matrix has the following form: the element on diagonal
is 0.91 and all other elements have value 0.03.

To generate the model for the classification prob-
lem, we use two class labels, + and —, and we assume
the features to be independent given the class label.
For the two numerical features, their likelihood func-
tions are given as p(x1|+) ~ N(0.2,0.12), p(z1|-) ~
N(0.8,0.1%), p(xa]+) ~ N(0.8,0.1%), and p(za|—) ~
N(0.2,0.12). For the categorical feature x3, its likeli-
hood functions are given as p(si|+) = p(s3|+) = 0.4,
p(s2|+) = p(sa|+) = 0.1, p(s1]|—) = p(s3|—) = 0.1, and
p(s2|—) = p(s4|—) = 0.4. Because of the symmetry of
the model, we assume that the prior distribution for the
two classes to be equally likely. Finally, the real class
label for each feature triplet is assigned to be the class
that has higher joint posterior distribution value.

We generate data for 11,000 time units, where data
for each time unit consists of 100 observations for the
100 data streams. Data in the first 6,000 time units
are used as training data to build a naive Bayesian
classifier. For the naive Bayesian classifier, we use 10
bins with equal width to discretize the two features with
numerical values. Although our algorithm allows each
data stream to have its own classifier, for simplicity, in
the experiments we use a single naive Bayesian classifier
for all data streams. Data in the last 5,000 time units
are used as test data. We set the window size W for
Markov-chain learning in Loadstar* to be 100.

Performance Comparison In this study, we compare
Loadstar (and its extension, Loadstar*) with the naive
algorithm in terms of error rates under different levels
of overload. For this, we fix the load to be 100
data streams, and increase the number of data streams
to have loads shed at each time unit from 0 to 80.
Figure 4(a) and Figure 4(b) show the error rates of the
classifier under different levels of overload, using d;, Q1
and 02, @2, respectively.
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Figure 4: Performance Comparison

From the figures we can see that in both cases
Loadstar has lower error rates than the naive algorithm
under different levels of overload. Loadstar that uses
b2 and ()2 has better performance than that uses &,
and @,. In particular, for the former one, when the
percentage of loads shed is under 70%, the error rate
remains the same as that of the case with no load



shedding. Because of this, in the remaining discussion,
we focus on do and Q2. Also can be seen from the
figures, the error rates of Loadstar* are higher than
those of Loadstar. This result is not unexpected,
because for learning Markov-chains, Loadstar* requires
consecutive observations. That is, with 80% loads
shed, for Loadstar, on average each data stream is
observed every 5 time units; for Loadstar®, each stream
is observed consecutively every 10 time units. As we
know, because of the temporal locality, consecutive
observations every 10 time units does not provide as
much information as two separate observations with
distance of 5 time units.

To shed light on the reasons for Loadstar’s good
performance, in Figure 5(a) we plot the percentage
of observations that are assigned to the volatile data
streams under different levels of load shedding. As can
be seen from the figure, the naive algorithm always
assigns 10% observations to the volatile streams because
there are 10 out of 100 data streams that are volatile.
In contrast, for Loadstar, as the number of available
observations becomes smaller, a higher fraction of them
are assigned to the volatile streams. For example, when
there are only 20 observations available, on average, at
each time unit the naive algorithm assigns 2 of them to
the volatile streams, but Loadstar assigns more than 5
observations to the volatile streams.
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Figure 5: (a) Percentage of Observations Assigned
to Volatile Data Streams, and (b) Error Rate Ratio
between Volatile and Non-Volatile Data Streams

In addition, we compute the error rates for the
volatile and non-volatile families separately. Figure 5(b)
shows the error rate ratio between the volatile family
and the non-volatile family, under different levels of load
shedding. As can be seen, for the naive algorithm,
because it sheds loads from all data streams equally
likely without considering their data characteristics, as
the percentage of load shedding increases, the error rate
of the volatile family suffers more and more comparing
to that of the non-volatile family; in contrast, for
Loadstar, because the quality of decision automatically
includes the characteristics of data into consideration,
the error rate ratio between the two families remains
around 1 until the percentage of load shedding increases

to 60%, and does not go beyond 1.5 even when the
percentage of load shedding increases to 80%.

In summary, when different data streams have
different characteristics, Loadstar is more fair in that
it gives more available resources to the data streams
that are less certain, and as a result, it balances
the error rates among the data streams with different
characteristics and achieves better overall performance.

Markov-Chain Learning In this experiment, we
study the Markov-chain learning part of our load shed-
ding scheme. We generate the data streams such that
x3 has time-varying characteristics, using the following
two Markov-chains:

91 .03 .03 .03 25 .25 .25 .25
Py = .03 91 .03 .03 Py — 25 .25 .25 .25
03 .03 91 .03’ 25 .25 .25 .25
03 .03 .03 91 25 .25 .25 .25

For the test data, for the first 1,000 time unit, we
generate x3 using P4 (P4 is also used to generate the
training data); then at time unit 1,000, we switch to
Pg; finally, at time unit 3,000, we switch back to Pj4.

To quantify the performance of Markov-chain learn-
ing, we use the Kullback-Leibler divergence as the mea-
sure of error. Notice that each row P; of the P ma-
trix is a distribution; in our algorithm, we have a es-
timation matrix P and each row P; of P is also a dis-
tribution. To see if the two distributions are near to
each other, we compute their Kullback-Leibler diver-
gence d(P;, P;) = > Pijlog( IIZ” ). And finally, we sum
the Kullback-Leibler divergencés over all the rows and
all the data streams. Figure 6 shows the results over
time units 500 to 5,000 for Loadstar and Loadstar*. For
Loadstar*, we report the results for two cases: the case
in which there is no load shedding and the case in which
there is 50% load shedding.
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Figure 6: Learning the Markov-Chains

As can be seen from Figure 6(a), because Loadstar
learns the parameters of Markov-chains from the train-
ing data and because Py is used to generate the training
data, before time 1,000, the error is very small; the error
increases sharply when the parameters are changed at



time 1,000, and remains high until at time 3,000, when
the original parameters are restored. In contrast, as
can be seen from Figure 6(b), Loadstar*® can learn the
new parameters of Markov-chains in real time: when
the parameter change happens, the error of Loadstar*
also increases sharply; however, when there is no load
shedding, as we expected, after 100 time units (which
is the sliding window size W), the new parameters are
learned and the error drops back; this learning takes
longer time for the case of 50% load shedding.

It is interesting to observe from Figure 6(b) that
when the Markov-chain has parameter P4, Loadstar*
has more accurate estimation for the parameters when
there is 50% load shedding than when there is no
load shedding. To explain this, we have to see the
difference between the two cases: in the case of no
load shedding, data from the most recent 100 time
units are used to learn the parameter; in the case of
50% load shedding, on average, samples from the most
recent 200 time units are used. When the distributions
are skewed (e.g., Pa), the temporal locality prevents
us from learning the parameter very accurately using
only 100 time units; when there is 50% load shedding,
samples are drawn from longer history (on average 200
time units) and therefore the parameters can be learned
more accurately. To verify this, we look at Figure 6(b)
between time units 2,000 and 3,000. During this period,
Pp is used and from the parameters we can see that
when Pp is used, there is no temporal locality at all.
Therefore, as expected, during this period both cases
learned the parameters equally accurately.

Monte Carlo From Eq (3.5) and Eq (3.6) we can see
that to compute o and (2, we need to do an inte-
gration (or weighted sum) over all the feature space.
We now show that a sampling method can help us re-
duce the computation. We use a Monte Carlo method
that instead of integrating over the whole feature space,
just samples some points from the feature space, and
compute unweighted average of do and Q2 over these
points. In our implementation, because of the condi-
tional independence assumption on the feature distribu-
tions, to draw a sample point (x1, 9, x3), we can draw
x1 following p; (), x2 following ps(z), x5 following ps(z)
(all with replacement) and then put them together.
Figure 7(a) and Figure 7(b) show the results for the
Monte Carlo method with 5 sample points and 10 sam-
ple points, respectively. As can be seen from the figures,
with only 5 sample points, the Monte Carlo method
has already clearly outperformed the naive method, and
with 10 sample points, the performance of the Monte
Carlo method becomes very close to that of the original
Loadstar algorithm in which integration is taken over
the whole feature space. This experiment demonstrates

that our load shedding scheme is particularly suitable
for data stream applications, in which quick response
time is crucial.
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Figure 7: The Performance for Monte Carlo

6.2 The NASDAQ Data Set For real-life data,
we use a data set of stock streaming price data. We
recorded 2 weeks of price data for 100 stocks (NASDAQ-
100) as well as the NASDAQ index. For each stock,
the close price at the end of each minute is recorded.
The streaming price for each stock is considered as a
data stream. Therefore, there are 100 data streams and
for each data stream, there are observations for 3,900
time units (10 business days x 6% hours per day x 60
minutes per hour) with a time unit of 1 minute. The
price for each stock is normalized with respect to the
stock’s open price on the first day. In other words, after
normalization, the price of a stock at time unit ¢ will be
5—:, where v; is the stock’s real price at time unit 7.

We define the classification problem as the follow-
ing. At a given time ¢, a stock is called outperform if
its normalized price is higher than that of the NASDAQ
index, underperform otherwise. The classification prob-
lem is defined as at each time unit ¢, predicting the class
(outperform or underperform) of each stock at time ¢+1.

Here is the way how we build our classifier. We
assume that the NASDAQ index follows the random
walk model given in Eq (6.8). (Stock price is one of
the best-known examples of time series that behave like
random walks [4].) We assume the noises at different
time units are independent. Because we do not have
the noise variance o2, at any given time ¢ we use the
sample variance 62 of the NASDAQ index in the hour
before ¢t as an estimation for 2. If we have y;, the
NASDAQ index value at time ¢, then according to our
model, the NASDAQ index value at time t+1 follows a
Normal distribution:

Yt+1 NN(yta&2)

For our Bayesian classifier, we choose the posterior
probability, as shown in Figure 8, as our discriminant
function (here we assume an equal prior distribution for
outperform and underperform). For example, assume



y: = 1.2 and we know the value of a stock at time
t+1 to be T441 = 1.3, then if we decide the class to
be outperform, the probability for the decision to be
correct is the area under the curve of the distribution of
Ye+1 for which y; 11 is less than 1.3; if we decide the class
to be underperform, the probability for this decision to
be correct is the area under the curve where y;41 is
greater than 1.3. Obviously, conditioning on the value of
a stock T;11 at time t+1, the decision will be outperform
if ;41 > yi, and underperform otherwise (here we use
Z¢y1 because we do not know the real value z.41, ie.,
we are making decisions about time ¢+1 at time ¢).

Distribution for y, Discriminant Functions

underperform outperform

1 11 12 13 14 1 11 12 13 14

Figure 8: Bayesian Classifier for the Stock Data Set

For our load shedding scheme, we choose §, and
Q2 as they are defined before. For the Markov-chains,
because the feature values (i.e., normalized stock price
at time t) are continuous, we discretize them into 20
bins with equal width where each bin corresponds to
1 percentile. In this experiment, because the prices
for all stocks behave similarly, for simplicity we use
a single Markov-chain for all data streams, where the
parameters of the Markov-chain are learned using the
first hour of data. Again, as a base case, we defined
a naive load shedding algorithm, which chooses data
streams to have observations shed equally likely.
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Figure 9: The Performance for the Stock Data

The experimental results are shown in Figure 9. As
can be seen from the figure, because the stock prices
do not change very dramatically in a time interval of
1 minute, the error rate for this classification problem
is not very high. However, as load shedding becomes
more severe, the error rate for the naive algorithm grows

continuously. In contrast, when the load shedding level
is between 0% and 40%, there is no obvious change in
error rates for our load shedding algorithm. In the whole
load shedding range, Loadstar always outperforms the
naive algorithm.

7 Related Work

In [8], Jain et al. proposed using Kalman filters to adap-
tively manage resources in data stream management
systems, where the main goal is to minimize bandwidth
usage under a given precision requirement. In [12], Ol-
ston et al. proposed an adaptive-filter scheme for con-
tinuous queries over distributed data sources, where the
main concern is also the tradeoff between the precision
of the answers to queries and the communication cost.
These studies are similar to ours in that they use math-
ematical models to model the data sources and adap-
tively allocate resources accordingly. The main differ-
ence of these methods with ours is they assume that the
data sources have processors to do complicated compu-
tation (to filter data based on thresholds or to solve
linear equations). This assumption may be acceptable
for simple numerical values; however, for complex data
types, such as multimedia data, whose feature values
must be derived using specialized software or hardware,
such an assumption become invalid. In addition, these
studies all assume numerical data; in our algorithm the
features can have either numerical values or categorical
values.

In [3], Babcock et al. studied the load shedding
problem in systems that process continuous monitoring
queries over data streams. The main idea of the
study is that when overload happens, inserting load
shedders in various locations of the query plan, such
that the maximum relative error among all queries is
minimized (with high probability). However, this study
was restricted to sliding window aggregate queries and
did not consider queries that involve the join operation
among multiple streams. In [14], Tatbul et al. described
a scheme for load shedding in the Aurora Data Stream
Management System. In the study, the load shedding
is based on the QoS specifications on latency, values,
and loss-tolerance. This work is similar to ours in that
it adjusts load shedding according to the status of each
sub system of the whole system. However, it assumed
static QoS curves (e.g., concave or piece linear curves)
are available to guide load shedding. In contrast, how
to defined the quality measure for data mining tasks is
a major part of our work.

Another topic that is closely related to our work is
concept drifts in mining data streams. In [15], Wang et
al. proposed an algorithm for mining concept-drifting
data streams using weighted ensemble classifiers. In



[7], Fan et al. proposed an active mining method
that detects potential changes in data streams. These
studies are similar to ours in that statistics are defined
to measure the characteristics of current data streams.
However, they assume that the correct class labels are
readily available for newly arrived testing data and
therefore, as the concepts in data streams change, it is
possible to revise the decision models correspondingly
in real-time. In our study, we do not assume the
availability of the correct class labels for test data,
and therefore our classifier is fixed beforehand based on
training data. Instead, we assume that at different time,
the feature values are moving around different regions
of the feature space. In other words, it is the region of
the concept we are currently in, not the concept itself,
that changes with time.

8 Conclusion and Future Directions

In this paper, we studied the resource allocation prob-
lem in mining data streams and in particular, we devel-
oped a load shedding algorithm, Loadstar, for classify-
ing data streams. The Loadstar algorithm consists of
two main components: i) the quality of decision (QoD)
measures that are defined based on the classifier, the
feature space, and the predicted feature distribution of
the next time unit, and ii) the feature predictor which is
based on finite-memory Markov-chains, whose param-
eters can be updated in real time. Extensive experi-
mental results on both synthetic and real-life data sets
showed that Loadstar has better performance than a
naive algorithm in term of classification accuracy, where
its superior performance is achieved by automatically
focusing on data streams that are more uncertain while
shedding data streams whose class labels in the next
time unit are more certain. In addition, experiments
showed that the Loadstar algorithm can efficiently learn
parameters of its Markov-chains and computation in
Loadstar can be reduced by using Monte Carlo meth-
ods.

For future work, we plan to extend our study in
the following directions. First, in this paper we assume
that the streams are independent; however, in many
real-life applications, one mining task may need multiple
data streams and each data stream can be involved in
multiple data mining tasks. To take these relationships
into consideration in our algorithm is one of our future
directions. Second, in this paper we assume the data
mining task (the classification) is the last stage of the
system. In the future, we plan to consider systems in
which data mining is just an intermediate computation,
e.g., as a filter to decide which data streams to be sent
for more detailed analysis. Third, in this paper we
consider a simple case that at each given time, we either

apply load shedding to a data stream or not; in the
future, we plan to extend our load shedding algorithm
to control the communication rates of the data streams,
e.g., given many video streams, the frame rate of each
stream is proportional to its importance.
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